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Baselines: Priorities: Restrict controls to Framework Profile informative references:
< LOW PO
2 MODERATE 2P1 Control family:
v HIGH w P2 IDENTIFICATION AND AUTHENTICATION
N/A “P3
Defaulis Defauls Control:
\—I@ \—I@ IA-3 - DEVICE IDENTIFICATION AND AUTHENTICATION v
| Framework Core R 1A3 r@

Security Control Editor| [Cyber Framework Browser| [Cross References| [Framework Profile

CONTROL CONTROL NAME BASELINE SA:JDP[;IIE.E EEUR L BRI
NUMBER Control Enhancement Name IMPACT GTJIEEI)“JP?CIZ-E Low |moperaTeE| HiGH
[1a3 @ [la @ | DEVICE IDENTIFICATION AND AUTHENTICATION Low L2l Added | Selected Selected
1A-3(1) CRYPTOGRAPHIC BIDIRECTIONAL AUTHENTICATION || 'MODERATE v| || [YES v Added Added

1A-3(3) DYNAMIC ADDRESS ALLOCATION N/A « || [NO_ ¥
1A-3(4) DEVICE ATTESTATION MODERATE v/ || [(1) Added Added

XML representation:
<taileredControl>
<family>IDENTIFICATION AND AUTHENTICATION</familys
<rationale flag="true">ICS may exchange information with many external
systems and devices. Identifying and authenticating the devices introduces
situations that do not exist with humans. These controls include assignments
that enable the organization to categorize devices by types, models, or other
group characteristics. Assignments alse enable the organizations te select
appropriate controls for local, remote, and network connections.</rationales
<contrel number="IA-3">
<title>DEVICE IDENTIFICATION AND AUTHENTICATION</titles
<default value="2"/>
cimpact valu />
<guidance fl rue”>The organization may permit connection of devices,
also known as non-person entities (NPE), belonging to and authorized by another
organization (e.g., business partners) to their ICS. Especially when these
devices are non-local, their identification and authentication can be wital.
Organizations may perform risk and impact analysis to determine the required
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Disclaimer

Certain third-party products are identified to help explain the
research. Such identification is not intended to imply
recommendation or endorsement by the National Institute of
Standards and Technology, nor is it intended to imply that the
products identified are necessarily the best available for the
purpose.



Acronyms

FISMA
HTTP
ICS
NIST
SP

ul
XHTML
XML
XSLT

Federal Information Security Management Act
Hyper Text Transfer Protocol

Industrial Control System

National Institute of Standards and Technology
Special Publication

User Interface

Extensible Hyper Text Markup Language
Extensible Markup Language

Extensible Style Language Transformation



Outline

* NIST SP 800-53, the Cybersecurity Framework, and
my integration problem

* A general XML-centric approach

* Application to my integration problem
* Demo

* Discussion



NIST SP 800-53, Revision 4

e Foundation of FISMA
(Federal Information
Security Management Act

of 2002)

* Used in public and private
sectors

Provides comprehensive
catalog of customizable,
technology-neutral security
controls for organizations to
manage cyber-risk

MIST Special Publication 800-53
Fevraan 4

Security and Privacy Controls for
Federal Information Systems
and Organizations
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First six controls in the Access
Control (AC) family

Baselines

ST )

Control Enhancements

ID | NAME LOW MODERATE HIGH ||

AC-1 | Access Control Policy and Procedures | AC-1 AC-1 «— fyZ/ 1 v \

AC-2 | Account Management AC-2 AC2(D)2)3) 4 //AC-Q (1 (2)3) t4) (5) (D) (12)(13)
AC-3 | Access Enforcement AC-3 AC-3 / AC-3

AC-4 | Information Flow Enforcement Not Selected | AC-4 / AC-4 \

AC-5 | Separation of Duties Not Selected | AC-5 / AC-5 L

AC-6 | Least Privilege Not Selected

AC-6 (1) (2) (5) (9) (10)

AC-6 (1) (2) 3) (5) (9) (10)




AC-2 (Account Management

Control Description

The organization:

a.

Identifies and selects the following types of information system accounts to support organizational
missions/business functions: [Assignment: organization-defined information system account types];

Assigns account managers for information system accounts;
Establishes conditions for group and role membership;

Specifies authorized users of the information system, group and role membership, and access authorizations (i.e.,
privileges) and other attributes (as required) for each account;

Requires approvals by [Assignment: organization-defined personnel or roles] for requests to create information
system accounts;

Creates, enables, modifies, disables, and removes information system accounts in accordance with [Assignment:
organization-defined procedures or conditions];

g. Monitors the use of information system accounts;

Notifies account managers:
1. When accounts are no longer required;

2. When users are terminated or transferred; and

3. When individual information system usage or need-to-know changes;

Authorizes access to the information system based on:

1. A valid access authorization;

2. Intended system usage; and

3. Other attributes as required by the organization or associated missions/business functions;

Reviews accounts for compliance with account management requirements [Assignment: organization-defined
frequency]; and

Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are removed
from the group.



United States Cybersecurity Framework

“Framework for Improving Critical Infrastructure Cybersecurity”
Version 1.0 (February 2014)
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Framework Core

Function

Subcategory

Informative
References

/| PR.AC-1: Identities and

credentials are managed
for authorized devices
and users

IA family, AC-2)

Detect

Category ID
Asset Management ID.AM
Business Environment ID.BE
Governance ID.GV
Risk Assessment ID.RA
Risk Management
Strategy ) R
Access Control PR.AC
Awareness and Training PR.AT
Data Security PR.DS
Information Protection
Processes & Procedures el
Maintenance PR.MA
Protective Technology PR.PT
Anomalies and Events DE.AE
Security Continuous
Monito\f'ing DE.CM
Detection Processes DE.DP
Response Planning RS.RP
Communications RS.CO
Analysis RS.AN
Mitigation RS.MI
Improvements RS.IM
Recovery Planning RC.RP
Improvements RC.IM

PR.AC-2: Physical PE-2, PE-3,
access to assets is PE-4, PE-3,
managed and protected | PE-6, PE-9
PR.AC-3: Remote AC-17,AC-19,
access is managed AC-20
PR.AC-4: Access (AC2,AC-3,
permissions are AC-5, AC-6,
managed, incorporating | AC-16

the principles of least

privilege and separation

of duties

PR.AC-5: Network AC-4,8C-7

integrity is protected,
incorporating network
segregation where

| | appropriate

Communications

RC.CO




My perspective...

NIST Special Publication 800-82

Revision 2

Guide to Industrial Control
Systems (ICS) Security

Supervisory Control and Data Acquisition (SCADA) Systems, Distributed Control Systems (DCS),
and Other Control System Configurations such as Programmable Logic Controllers (PLC)

Keith Stouffer
Victeria Pillitteri
Suzanne Lightman
Marshall Abrams
Adam Hahn

‘This publication is available free of charge from:
hetp:/Tdx doi.org/10.6028/NIST SP.800-8212

NIST

National Institute of
Standards and Technology

Mission 4 - Production Goals

MANUFACTURING
PROFILE
NIST Cybersecurity Framework

A Manufacturing-Sector tailorad approach to protecting against cyber risk

April 2016

National Institute of
Standards and Technology
US. Dapartment of Commerce

U.S. Depariment of Commerce

T
Training

FICRIL

PRAT-2

PRAISL

PRAT-2

PRAT-2 PRAT-2
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The problem: using two guidance
specifications together

Cybersecurity Framework
* Top-down
* High-level

* Emphasis on
business/mission goals

e Usable/understandable
by all

No structured data format

NIST Special Pub 800-53
* Bottom-up
e Granular

* Emphasis on risk
management

* Intended for security
professionals

XML format for catalog, but
no structured representation
of tailoring



Objectives

* Make it easier to create and document
Cybersecurity Framework Profiles, tailored security
control baselines, overlays

* Enforce NIST SP 800-53 tailoring constraints
* Promote interoperability and reuse

* Improve traceability of security automation to
requirements

* By representing Profiles, baselines in a structured,
unambiguous manner



Outline

* NIST SP 800-53, the Cybersecurity Framework, and
my integration problem

* A general XML-centric approach
* Application to my integration problem
* Demo

e Discussion
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The more general problem

* Develop common Ul for viewing and manipulating
information from disparate sources

* Assumptions

e Sources may be tables in a document

* Generally not structured XML

* Small Arcane Nontrivial Datasets

* Ul should produce structured XML output



XML Technologies Used: XForms

XML language for specifying web-based Uls
* Adopts Model-View-Controller software pattern

e XForms model

* |nstances - well-formed XML documents, some static and
some dynamic

* Bindings - define Ul constraints, compute instance data values
from other instance data, manage display of Ul widgets

* Why XForms?
 W3C standard
* Good fit for lightweight, data-driven applications
* Great for generating XML output
* Platform independence



XSLT and XPath

o XSLT

* Generates static XForms model instances from native
information sources

* Creates multiple alternatively-structured XForms instances to
speed up Ul

e XPath — used by XForms and XSLT

* XForms
* Bindings within the model

* Specifying interactions between the user interface widgets and the
model

* XSLT

e Data model
* Library of functions and operators



XML Transformation Pipeline

/7/Information
// Sources

XSLT for Static
Upconversion Instances

XSLTfor | 4
Optimization

+

.
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Handling Poorly-structured Data

Semi-automated approach

1.

2.

3.

If document not in Office Open XML Spreadsheet
(.xlsx) format, save it as .xlsx

Determine how the information should be
represented as structured XML

Open up saved result in Excel or equivalent and
partition the file into separate simple tabular
spreadsheets

No split cells or cells spanning multiple rows or columns

Create XML map for each spreadsheet document and
convert to structured XML.

Use XSLT to combine the XML documents, upconvert
ill-structured data within cells



Outline

* NIST SP 800-53, the Cybersecurity Framework, and
my integration problem

* A general XML-centric approach
* Application to my integration problem
* Demo

e Discussion
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Baseline Tailor ﬁ

Experimental open source software for:
* Developing Cybersecurity Framework Profiles
* Tailoring NIST SP 800-53 security controls

* Generating XML output

* Using Cybersecurity Framework and NIST SP 800-53
together



Potential Users

* People responsible for:
* Information system development
e Cybersecurity implementation and operation

* Developers of:
* Industry sector-specific cybersecurity guidance
* Cybersecurity-related software applications

e Organizations wishing to improve communication
of cybersecurity information



Transformation Pipeline: Baseline Tailor

Generic Baseline Tailor
__::_j;f-f'lnformatinn /) ASLT for »{

_. [ Static
Sources / Upconversion Instances

XSLT for j‘

Optimization

+

N

—» core.xsl

families.xsl

/Framework E‘catalog.xml‘ | ‘ core.xml ‘ ‘families.xml‘

| / Core

“Information Sources ~ Static Instances

22



core.xml (category PR.AC)

<category 1id="PR.AC">
<names>Access Control</names
<descriptionsAccess to assets..</descriptions>
<subcategory id="PR.AC-1">
<description>Identities and credentials..</descriptions>
<sSp800-53>
<control>AC-2</controls><family>IA</family>
</sp800-53>
</subcategory>
<subcategory id="PR.AC-2">..</subcategorys>
<subcategory id="PR.AC-3">..</subcategory>
<subcategory id="PR.AC-4">
<description>Access permissions are..</descriptions
<sSp800-53>
<control>AC-2</control><control>AC-3</controls>
<control>AC-5</control><control>AC-6</control>
<control>AC-16</control>
</sp800-53>
</subcategory>
<subcategory id="PR.AC-5">..</subcategory>
</category>
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families.xml (Access Control)

<family name="ACCESS CONTROL">

<control number="AC-1">..</control>

<control number="AC-2">
<title>ACCOUNT MANAGEMENT</title>
<defaults>l</defaults>
<prioritys>l</prioritys>
<subcategory number="PR.AC-1"/>
<subcategory number="PR.AC-4"/>
<subcategory number="DE.CM-1"/>
<subcategory number="DE.CM-3"/>

</control>

</family>

24



Tabbed User Interface

National Institute of
H Standards and Technology
of Commerce

U5, De nt of

NIST Website || About NIST || usnistgov on Github

H Baseline Tailor

Preferences [&

Version 0.9 User Guide (PDF) | License | Security Content and Tools

Security Control Editor| [Cyber Framework Browser| |Cross References||Framework Profile|

Baselines: Priorities: Restrict controls to Framework Profile informative references:
< LOW PO
«+ MODERATE 7 P1 Control family:
+HIGH 7 P2 AUDIT AND ACCOUNTABILITY v
N/A “P3
Defaults hid Defaults hd COHtFO':
AU-3- CONTENT OF AUDIT RECORDS v
Framework Core Subcategories Referencing AU-3 &
ADDED
CONTROL CONTROL NAME BASELINE | SUPPLE- o NIEIL LRSS
NUMBER

Control Enhancement Name

IMPACT | MENTAL

GUIDANCE LOW |MODERATE| HIGH
AU [@ CONTENT OF AUDIT RECORDS LOW ||| @ Selected | Selected Selected
AU-3(1) |ADDITIONAL AUDIT INFORMATION MODERATE v ||| [NO v Selected Selected
AU-3(2) CENTRALIZED MANAGEMENT OF PLANNED AUDIT HIGH v[| [NO ¥
RECORD CONTENT

Selected

XML representation:

Additional Supplemental Guidance:
<tailoredControl> Guidance here.
<family>AUDIT AND ACCOUNTABILITY</family:

<rationale flag="false"/>

25



What You Can Do With the Tabs
Tab

'Security Control Editor| * Navigate security control catalog and Industrial
Control System (ICS) overlay
* Modify baselines
e Add to supplemental guidance

[Cyber Framework Browser} * Navigate Core
* Modify Profile

Cross References| * Show all Core subcategories referencing a control
Helpful for using Cybersecurity Framework to support
security control selection

[Framework Profile|  Modify Profile
* View subcategory details

26



Baseline Tailor Implementation

* Source code is 100 % XML (XForms, XSLT, XHTML)
e Eases leveraging of NIST SP 800-53 XML data

* Reduces dependence on programming/scripting
languages

 All processing client side
* Using XSLTForms XForms implementation

* Runs in common browsers (Chrome, Firefox, Safari,
Opery, ...)

* Can be run from local file system without HTTP
server



Workflow synthesizing Framework Core,
NIST SP 800-53, SP 800-82 guidance

no
i |
Select security Evaluate criticality Security
:uegggt ; rgles +  control from — Cross references—» control is
: informative refs | = SP 800-53 def critical?
IA yes i
Apply additional -Apply ICS overlay | yes ICS
tailoring if needed |*| tailoring ' overlay
| | | applies?
L |
no

28



Outline

* NIST SP 800-53, the Cybersecurity Framework, and
my integration problem

* A general XML-centric approach

* Application to my integration problem
* Demo

* Discussion
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Demo!

* Common XForms-
authored Ul for using
Framework Core, SP
800-53, SP 800-82

* Framework Profile can
aid in security control
selection

* Cross References tab
can help prioritize
security control
implementation



Outline

* NIST SP 800-53, the Cybersecurity Framework, and
my integration problem

* A general XML-centric approach

* Application to my integration problem
* Demo

* Discussion
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Related Research Efforts

* Integrating top-down and bottom-up risk management guidance
* Linkov, Igor, Elke Anklam, Zachary A. Collier, Daniel DiMase, and Ortwin Renn. 2014. “Risk-Based
Standards: Integrating Top—down and Bottom—up Approaches.” Environment Systems and
Decisions 34 (1).

* Spreadsheet issues and their mitigation

* Durusau, Patrick, and Sam Hunting. “Spreadsheets - 90+ million End User Programmers With No
Comment Tracking or Version Control.” In Proceedings of Balisage: The Markup Conference 2015.

* Kohlhase, Andrea, Michael Kohlhase, and Ana Guseva. 2015. “Context in Spreadsheet
Comprehension.” In Proceedings of the Second Workshop on Software Engineering Methods in
Spreadsheets.

* Hung, Vu, Boualem Benatallah, and Regis Saint-Paul. 2011. “Spreadsheet-Based Complex Data
Transformation.” In Proceedings of the 20th ACM International Conference on Information and
Knowledge Management.

* Cunha, Jacome, Joao Saraiva, and Joost Visser. 2009. “Discovery-Based Edit Assistance for
Spreadsheets.” In Symposium on Visual Languages and Human-Centric Computing (VL/HCC).

* XPath for integrating information from distributed sources

* Pedersen, Torben Bach, Dennis Pedersen, and Karsten Riis. 2013. “On-Demand Multidimensional
Data Integration: Toward a Semantic Foundation for Cloud Intelligence.” The Journal of
Supercomputing 65 (1).

* Rennau, Hans-Jirgen, and Christian Grin. “XQuery as a data integration language.”

In Proceedings of Balisage: The Markup Conference 2015. Balisage Series on Markup
Technologies, vol. 15 (2015).



Summary

* Baseline Tailor is experimental open source
software for Cybersecurity Framework and SP 800-
53 users

* Usage scenarios
 Tailoring a security control
* Browsing and using the Framework Core
* Creating structured XML
* Using the Core and 800-53/800-82 together
* More likely to emerge

* Was useful in creating Manufacturing Profile
employing SP 800-53 and 800-82 guidance



Limitations

* Baseline Tailor

* Implementation tied to current versions on NIST
specifications
* New versions will require software updates
* Framework Profile XML could include more information
e Cannot import an existing tailored control
* Needed for composability (e.g., tailoring an overlay)
* Ul not “baseline-centric”

* Overall integration approach relies on hand-editing for
semi-automated conversion
* Hung, Cunha research results could improve automation
* But would require more disciplined spreadsheet authoring



How Baseline Tailor Evolved

* First Baseline Tailor incarnation limited to security
control tailoring

* Framework Core browsing added later, but without
bidirectional subcategory/control traversal

* Manufacturing Profile development experience led
to need for bidirectional traversal
* Cross References tab added
* Applied Linkov’s hybrid top-down/bottom-up approach



For More Information

* NIST Pages site: https://pages.nist.gov/sctools

* Baseline Tailor online application
XML schemas and data

e User Guide

e GitHub repository

* Baseline Tailor information page:
http://go.usa.gov/cuxg3

* My email: lubell@nist.gov

36


https://pages.nist.gov/sctools
http://go.usa.gov/cuxq3

Backup Slides



Preferences Dialog

Preferences @

Security Control Editor| |Cyber Framework Browser| |Cross Ref

1 Security Control Editor tab: «#
@ NIST SP 800-82 (Revision 2) Industrial Control Systems overlay:

oK ®

Security Control Editor||Cyber Framework Browser| |Cro
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Cyber Framework Browser Tab

Security Control Editor| Cyber Framework Browser| |Cross References| Framework Profile|

Framework core function:  Category:

IDENTIFY (ID Access Control (PR.AC) v
JPROTECT (PR PR.AC: Access to assets and associated facilities is limited to authorized users, processes, or
DETECT (DE) devices, and to authorized activities and transactions.
RESPOND (RS .
RECOVER (RC Subcategory:

PR.AC-1: |dentities and credentials are managed for authorized devices and users
Add to Profile €

PR.AC-1 Informative References to NIST SP 800-53:

IA family €
A2 @ (/@ [R20 1@

39




Framework Profile Tab

Security Control Editor||Cyber Framework Browser| |Cross References||Framework Profile

Check/uncheck the subcategory box to add to or remove the subcategory from the profile. Click the subcategory button to show its
Framework Core information.

Omei® C[mmas® @[RAci® O[FRPs® C[PRps4® C[oEcwz/® C[oEDPA® ([Rsco4]®
Olmevz® Opmas® “[pRAc2® O[PRP5® U pross® Cloecwa® O oeorz/® ([Rscos

O ocv-3[@ O iDRrAS @  @[praAc3 @ (I[priP7 @ ()[PrDss @ ([pEcM4 @ (J[DEDP3[® ([ RsM- [@
O[Dov4® [DRas® | PrAc4[® C[PRIPS® ([ PRDS7® (J[DECMS® ([DEDP4® ([RsMi2[®
OlDAw1® O[DBE1® @[PRACS® C[PRPS[® [PRAT1® C[DECME/® CI[DEDPE[® ([Rsmia|®
O(inav2 @ O[i0Be2[® O[prip1 @ O[prPT1 @ O[PrRAT2[® O[DECM7 @ O[RsaAN-1[@® O[Rrsrp1 @
O[iDav3 @ O[i0Be3 @ O[prip-10 @ O[prPT2 @ [PrRAT3[® ([DECMs @ O[rsan2[® O[rsiv1[@
O Dav4 @ O[B4 @  O[priP-11 @ ([PrPT3 @ [PrRAT4[®  ([DEAE1[®  (I[RsAN3[®  (I[RsiM2 [@
O[iDAM5 @ O[iDBES @  O[priP12[ @ C[prRPT4 @ ([PRATE[® (I[DEAE2[® ([RsAN4[® ([RCRP-1[®
O[iDAMS @ O[iDRM1 @ O[priP2® O[prDS1[® [PRMA1[® (I[DEAE3[® ([Rsco1 @ ([rccos:[@
(DRt @ O[iDRM2 @ O[prip3® O[PrDs2[® [PrRMA2[® ([DEAE4[® [Rsco2® O[rcimi [@
O[ibRrA2 @ O[iDRM3 @ O[PrIP4® (O[PrDs3[® O[DEcm1 @ (O[DEAES @ ([Rsco3@® O[rcimz @

XML representation:

<frameworkProfile>»
<id>PR.AC-1¢/id>
<id>PR.AC-2¢/id>
<id>PR.AC-3¢/id>
<id>PR.AC-4¢/id>
<id>PR.AC-5¢/id>

</frameworkProfile>
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Controls Referenced by PR.AC
Subcategories

Security Control Editor| Cyber Framework Browser| Cross References| Framework Profile

Baselines: Priorities: Restrict controls to Framework Profile informative references: =
< LOW PO
+ MODERATE «P1 Control family:
+ HIGH « P2 [ACCESS CONTROL .
N/A »P3 IDENTIFICATICN AND AUTHENTICATION
Detfaults & Defauits & PHYSICAL AND EMVIRONMENTAL PROTECTION
SYSETEM AND COMMUMICATIONS PROTECTION bl
Framirwork Cone Subcategonies Referencing AC-2 \ 4
Baselines: Priorities: Restrict controls to Framework Frofile informative references: «
* LOW FO
« MODERATE +P1 Cantrol family:
= HIGH P2 ACCESS CONTROL ’
MfA «P3
Datauits, & Detams ¢  Control: "
| AC-2 - ACCOUNT MANAGEMENT T
AC-3 - ACCESS ENFORCEMENT
AC-4 - INFORMATION FLOWY ENFORCEMENT
AC-E - SEPARATION OF DUTIES
ACH « LEAST PRVILEGE
AC-1% - ACCESS CONTROL FOR MOBILE DEVICES
AC-20 - USE OF EXTERNAL INFORMATION SYSTEMS AD
CONTROL

CONTROL NAME ‘ BASELINE | SUF
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Security Control AC-2

CONTROL CONTROL NAME BASELINE S)?JEI)’[;'IIE.EI; CONTROL BASELINES
NUMBER Control Enhancement Name IMPACT GI';‘IJIEEI:IJNACI:_E LOW MODERATE| HIGH
[Ac2 @ | @ | ACCOUNT MANAGEMENT LOW v Selected | Selected Selected
AC-2(1) AUTOMATED SYSTEM ACCOUNT MANAGEMENT MODERATE v ||| [NO v Selected Selected
AC-2(2) REMOVAL OF TEMPORARY / EMERGENCY ACCOUNTS MODERATE v ||| [NO + Selected Selected
AC-2(3) DISABLE INACTIVE ACCOUNTS MODERATE v ||| [NO + Selected Selected
AC-2(4) AUTOMATED AUDIT ACTIONS MODERATE v ||| [NO Selected Selected
AC-2(5) INACTIVITY LOGOUT HIGH ||| (No ¥ Selected

AC-2(6) DYNAMIC PRIVILEGE MANAGEMENT NIA v/ [NO =
AC-2(7) ROLE-BASED SCHEMES N/A ||| o v
AC-2(8) DYNAMIC ACCOUNT CREATION N/A ||| o v
AC-2(9) RESTRICTIONS ON USE OF SHARED GROUPS /ACCOUNTS || [nia ||| (No ¥
AC-2(10) SHARED / GROUP ACCOUNT CREDENTIAL TERMINATION NIA ||| (No ¥
AC-2(11) USAGE CONDITIONS HIGH ||| (no = Selected
AC-2(12) ACCOUNT MONITORING /ATYPICAL USAGE HIGH ||| (No ¥ Selected
AC-2(13) DISABLE ACCOUNTS FOR HIGH-RISK INDIVIDUALS HIGH ||| (No ¥ Selected
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Cross References Tab

Security Control Editor} \Cyber Framework Browser} ICross References] IFramework Profile

Framework Core subcategories referencing control AC-2:

PR.AC-1 o
PR.AC-4 o
DE.CM-1 o
DE.CM-3 \
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NIST SP 800-53 Database Lookup

AC-2 - ACCOUNT MANAGEMENT

) Jump To:
Family: AC - ACCESS CONTROL T Ll e
Priority: P1 - Implement P1 security controls first. Control Description

. . Supplemental Guidance
Baseline |Low |[Moderate |High | References
Allocation:  [AC- |AC-2 (1) (2) |[AC-2 (1) (2) (3) (4) (3)

2 (3) (4) (11) (12) (13)

Control Description

The organization:

a. Identifies and selects the following types of information system accounts to support organizational
missions/business functions: [Assignment: organization-defined information system account types];

b. Assigns account managers for information system accounts;
c. Establishes conditions for group and role membership;

d. Specifies authorized users of the information system, group and role membership, and access authorizations (i.e.,
privileges) and other attributes (as required) for each account;

e. Requires approvals by [Assignment: organization-defined personnel or roles] for requests to create information
system accounts;

f. Creates, enables, modifies, disables, and removes information system accounts in accordance with [Assignment:
organization-defined procedures or conditions];

g. Monitors the use of information system accounts;

h. Notifies account managers:
1. When accounts are no longer required;

2. When users are terminated or transferred; and
3. When individual information system usage or need-to-know changes;
i. Authorizes access to the information system based on:
1. A valid access authorization;
2. Intended system usage; and
3. Other attributes as required by the organization or associated missions/business functions;
j. Reviews accounts for compliance with account management requirements [Assignment: organization-defined
frequency]; and

k. Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are removed 44
from the group.



NIST SP 800-82 ICS

AC-2 ACCOUNT MANAGEMENT

CNTL NO. CONTROL NAME CONTROL BASELINES
Control Enhancement Name
LOW MOD HIGH

AC-2 Account Management Selected Selected Selected
AC-2 (1) ACCOUNT MANAGEMENT | AUTOMATED SYSTEM ACCOUNT MANAGEMENT Selected Selected
AC-2(2) ACCOUNT MANAGEMENT | REMOVAL OF TEMPORARY / EMERGENCY ACCOUNTS Selected Selected
AC-2 (3) ACCOUNT MANAGEMENT | DISABLE INACTIVE ACCOUNTS Selected| Selected
AC-2 (4) ACCOUNT MANAGEMENT | AUTOMATED AUDIT ACTIONS Selected Selected
AC-2 (5) ACCOUNT MANAGEMENT | INACTIVITY LOGOUT / TYPICAL USAGE MONITORING Selected
AC-2 (11) ACCOUNT MANAGEMENT | USAGE CONDITIONS Selected
AC-2 (12) ACCOUNT MANAGEMENT | ACCOUNT MONITORING / ATYPICAL USAGE Selected
AC-2 (13) ACCOUNT MANAGEMENT | ACCOUNT REVIEWS Selected

ICS Supplemental Guidance: Example compensating controls include providing increased physical security, personnel security, intrusion detection,
auditing measures.
Control Enhancement: (1, 3, 4) ICS Supplemental Guidance: Example compensating controls include employing nonautomated mechanisms or

procedures.

Control Enhancement; (2) ICS Supplemental Guidance: In situations where the ICS (e.g.. field devices) cannot support temporary or emergency
accounts, this enhancement does not apply. Example compensating controls include employing nonautomated mechanisms or procedures.
Control Enhancement: (5) ICS Supplemental Guidance: Example compensating controls include employing nonautomated mechanisms or

procedures.

Control Enhancement: (11, 12, 13) No ICS Supplemental Guidance.
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Framework Core: Database Export

<RESULTSET FOUND="96">
<ROW MODID="0" RECORDID="420">
<COL>
<DATA>IDENTIFY (ID)</DATA>
</CoL>
<COL>
<DATA>Governance (ID.GV): The po11c1es, procedures, and processes to
manage and monitor the organization’s regulatory, legal, risk, environmental,
and operational requirements are understood and inform the management of
cybersecurity risk.</DATA>
</CoL>
<COL>
<DATA>ID.GV-1: Organizational information security policy 1is
established</DATA>
</COoL>
<COL>
<DATA> - NIST SP 800-53 Rev. 4 -1 controls from all families </DATA>
</CoL>
</ROW>
<ROW MODID="0" RECORDID="428">
<COL>
<DATA>IDENTIFY (ID)</DATA>
</CoL>
<COL>
<DATA>Governance (ID.GV): The policies, procedures, and processes to
manage and monitor the organization’s regulatory, legal, risk, environmental,
and operational requirements are understood and inform the management of
cybersecurity risk.</DATA>
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Structured XML via XSLT 2.0

<function id="ID">
<name>IDENTIFY</name>
<category id="ID.GV">
<name>Governance</name>
<dropDownLabel>Governance (ID.GV)</dropDownLabel>
<description>The policies, procedures, and processes to manage and
monitor the organization’s regulatory, legal, risk, environmental, ang
operational requirements are understood and inform the management of
cybersecuritg risk.</description>
<subCategory id="ID.Gv-1">
<description>Organizational information security policy is
established</description>
<sp800-53 all="true"/>
</subCategory>
<subCategory id="ID.Gv-2">
<description>Information security roles &amp; responsibilities are
coordinated and aligned with internal roles and externaq partners</description>
<sp800-53>
<control>PM-1</control>
<control>Ps-7</control>
</sp800-53>
</subcCategory>
<subcCategory id="ID.Gv-3">
<description>Legal and regulatory requirements regarding
cybersecurity, including privacy and civil Tiberties obligations, are
understood and managed</description>
<sp800-53 all="true">
<except>PM-1</except>
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