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Disclaimer
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Certain third-party products are identified to help explain the 
research. Such identification is not intended to imply 
recommendation or endorsement by the National Institute of 
Standards and Technology, nor is it intended to imply that the 
products identified are necessarily the best available for the 
purpose.



Acronyms

FISMA Federal Information Security Management Act

HTTP Hyper Text Transfer Protocol

ICS Industrial Control System

NIST National Institute of Standards and Technology

SP Special Publication

UI User Interface

XHTML Extensible Hyper Text Markup Language

XML Extensible Markup Language

XSLT Extensible Style Language Transformation
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Outline

• NIST SP 800-53, the Cybersecurity Framework, and 
my integration problem

• A general XML-centric approach

• Application to my integration problem

• Demo

• Discussion
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NIST SP 800-53, Revision 4 

• Foundation of FISMA 
(Federal Information 
Security Management Act 
of 2002)

• Used in public and private 
sectors

Provides comprehensive 
catalog of customizable, 
technology-neutral security 
controls for organizations to 
manage cyber-risk
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First six controls in the Access 
Control (AC) family
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Baselines Control Enhancements



AC-2 (Account Management)
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United States Cybersecurity Framework

Can specify Profile
describing current 
cybersecurity posture 
and target state

• Identify 
opportunities for 
improvement

• Assess progress
• Communicate with 

stakeholders
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“Framework for Improving Critical Infrastructure Cybersecurity”
Version 1.0 (February 2014)



Framework Core
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My perspective…
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The problem: using two guidance 
specifications together

Cybersecurity Framework

• Top-down

• High-level

• Emphasis on 
business/mission goals

• Usable/understandable 
by all

No structured data format

NIST Special Pub 800-53
• Bottom-up

• Granular

• Emphasis on risk 
management

• Intended for security 
professionals

XML format for catalog, but 
no structured representation 
of tailoring
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Objectives

• Make it easier to create and document 
Cybersecurity Framework Profiles, tailored security 
control baselines, overlays

• Enforce NIST SP 800-53 tailoring constraints

• Promote interoperability and reuse

• Improve traceability of security automation to 
requirements
• By representing Profiles, baselines in a structured, 

unambiguous manner
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Outline

• NIST SP 800-53, the Cybersecurity Framework, and 
my integration problem

• A general XML-centric approach

• Application to my integration problem

• Demo

• Discussion
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The more general problem

• Develop common UI for viewing and manipulating 
information from disparate sources

• Assumptions
• Sources may be tables in a document

• Generally not structured XML

• Small Arcane Nontrivial Datasets

• UI should produce structured XML output
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XML Technologies Used: XForms

• XML language for specifying web-based UIs 

• Adopts Model-View-Controller software pattern

• XForms model
• Instances - well-formed XML documents, some static and 

some dynamic
• Bindings - define UI constraints, compute instance data values 

from other instance data, manage display of UI widgets

• Why XForms?
• W3C standard
• Good fit for lightweight, data-driven applications
• Great for generating XML output
• Platform independence
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XSLT and XPath

• XSLT
• Generates static XForms model instances from native 

information sources
• Creates multiple alternatively-structured XForms instances to 

speed up UI

• XPath – used by XForms and XSLT
• XForms

• Bindings within the model 
• Specifying interactions between the user interface widgets and the 

model

• XSLT 
• Data model
• Library of functions and operators
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XML Transformation Pipeline
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Handling Poorly-structured Data

Semi-automated approach
1. If document not in Office Open XML Spreadsheet 

(.xlsx) format, save it as .xlsx
2. Determine how the information should be 

represented as structured XML
3. Open up saved result in Excel or equivalent and 

partition the file into separate simple tabular 
spreadsheets

No split cells or cells spanning multiple rows or columns

4. Create XML map for each spreadsheet document and 
convert to structured XML.

5. Use XSLT to combine the XML documents, upconvert 
ill-structured data within cells
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Outline

• NIST SP 800-53, the Cybersecurity Framework, and 
my integration problem

• A general XML-centric approach

• Application to my integration problem

• Demo

• Discussion
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Baseline Tailor

Experimental open source software for:

• Developing Cybersecurity Framework Profiles

• Tailoring NIST SP 800-53 security controls

• Generating XML output

• Using Cybersecurity Framework and NIST SP 800-53 
together
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Potential Users

• People responsible for:
• Information system development

• Cybersecurity implementation and operation

• Developers of:
• Industry sector-specific cybersecurity guidance

• Cybersecurity-related software applications

• Organizations wishing to improve communication 
of cybersecurity information
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Transformation Pipeline: Baseline Tailor

Generic Baseline Tailor
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core.xml (category PR.AC)
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families.xml (Access Control)
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Tabbed User Interface
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What You Can Do With the Tabs

Tab Operations

• Navigate security control catalog and Industrial 
Control System (ICS) overlay

• Modify baselines
• Add to supplemental guidance

• Navigate Core
• Modify Profile

• Show all Core subcategories referencing a control
Helpful for using Cybersecurity Framework to support 
security control selection

• Modify Profile
• View subcategory details
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Baseline Tailor Implementation

• Source code is 100 % XML (XForms, XSLT, XHTML)
• Eases leveraging of NIST SP 800-53 XML data

• Reduces dependence on programming/scripting 
languages

• All processing client side
• Using XSLTForms XForms implementation

• Runs in common browsers (Chrome, Firefox, Safari, 
Opera, …)

• Can be run from local file system without HTTP 
server
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Workflow synthesizing Framework Core, 
NIST SP 800-53, SP 800-82 guidance
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Outline

• NIST SP 800-53, the Cybersecurity Framework, and 
my integration problem

• A general XML-centric approach

• Application to my integration problem

• Demo

• Discussion
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Demo!

• Common XForms-
authored UI for using 
Framework Core, SP 
800-53, SP 800-82

• Framework Profile can 
aid in security control 
selection

• Cross References tab 
can help prioritize 
security control 
implementation
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Outline

• NIST SP 800-53, the Cybersecurity Framework, and 
my integration problem

• A general XML-centric approach

• Application to my integration problem

• Demo

• Discussion
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Related Research Efforts
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Technologies, vol. 15 (2015).
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Summary

• Baseline Tailor is experimental open source 
software for Cybersecurity Framework and SP 800-
53 users

• Usage scenarios
• Tailoring a security control
• Browsing and using the Framework Core
• Creating structured XML
• Using the Core and 800-53/800-82 together
• More likely to emerge

• Was useful in creating Manufacturing Profile 
employing SP 800-53 and 800-82 guidance
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Limitations

• Baseline Tailor
• Implementation tied to current versions on NIST 

specifications
• New versions will require software updates

• Framework Profile XML could include more information 
• Cannot import an existing tailored control

• Needed for composability (e.g., tailoring an overlay)

• UI not “baseline-centric”

• Overall integration approach relies on hand-editing for 
semi-automated conversion
• Hung, Cunha research results could improve automation
• But would require more disciplined spreadsheet authoring
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How Baseline Tailor Evolved

• First Baseline Tailor incarnation limited to security 
control tailoring

• Framework Core browsing added later, but without 
bidirectional subcategory/control traversal

• Manufacturing Profile development experience led 
to need for bidirectional traversal
• Cross References tab added

• Applied Linkov’s hybrid top-down/bottom-up approach
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For More Information

• NIST Pages site: https://pages.nist.gov/sctools
• Baseline Tailor online application

• XML schemas and data

• User Guide

• GitHub repository

• Baseline Tailor information page: 
http://go.usa.gov/cuxq3

• My email: lubell@nist.gov
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Backup Slides
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Preferences Dialog
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Cyber Framework Browser Tab
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Framework Profile Tab
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Controls Referenced by PR.AC 
Subcategories
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Security Control AC-2
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Cross References Tab
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NIST SP 800-53 Database Lookup
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NIST SP 800-82 ICS
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Framework Core: Database Export
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Structured XML via XSLT 2.0
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