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Abstract
Externalizing document management is a problem when individual or corporate
                privacy is to be ensured. Provided that the decryption key is not known from service
                side, pure storage/archiving of encrypted documents is highly secure, but of poor
                interest as no operation can be performed on hosted data. Thus, current document
                management systems offer restricted privacy mechanisms, roughly based on secured
                communication channels and sometimes encrypted storage. However, many value-added
                processing operations require decrypting the document, and no formal guaranty is
                granted regarding the safety of system behaviors. As an example of known issue,
                there is the problem of data remanence (persisting information on disk after file
                system deletion), bugs or viruses acting on various level of the software
                architecture. This paper describes a method to allow restricted (but yet
                meaningful) ways of processing encrypted XML documents without needing decryption
                phase. The encryption process we propose allows isomorphic encryption of data (XML
                document owned by customers) and operator transformations (verification and
                transformation operated by the Service Provider) in such a way that full secrecy is
                ensured simply because the decoding key is not known by the Service Provider. Once
                transformed, operators can handle encrypted documents with equivalent results up to
                the decryption operation.
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Introduction
This paper describes a method to allow restricted (but yet meaningful) ways of
            processing encrypted XML documents without needing decryption phase. The encryption
            process we propose allows isomorphic encryption of data (XML document owned by
            customers) and operator transformations (verification and transformation operated by the
            Service Provider) in such a way that full secrecy is ensured simply because the decoding
            key is not known by the Service Provider. Once transformed, operators can handle
            encrypted documents with equivalent results up to the decryption operation.
Nowadays, when a customer wants an external service provider to host and manage
            confidential documents, he has to fully trust them, their information system and
            internal policies. The confidential documents may be transmitted to the hosting system
            over a secured channel using encryption to protect the sensitive information from any
            spying software potentially able to intercept and interpret the data.
However, an XML document, once encrypted using standard approaches , is like an opaque
            and flat bit packet on which only two basic operations can be undertaken: integrity
            checking and decryption [1].
            Therefore, once hosted, the document must be decrypted in order to be able to offer some
            more complex processing such as those involved in basic services, e.g. indexation,
            validation and transformation. And in order to decrypt, the service provider must share
            the decryption key with the customer, which is a risk against which nobody can guaranty
            full protection (see 1 and 2 for examples
            of document services in this area today ; note that both use a symmetric ciphering
            method 4 which requires for the service provider owning the
            customer's private key, and naturally, performing decryption when needed by the
        system).

Do not decrypt documents: make operators compatible!
Our contribution applies on structured documents (typically XML, but any similar
            approaches could be addressed by this method) where an attributed tree-like structure
            captures the syntax and semantic of the data. In XML, it is commonly understood that
            textual content is mainly stored in the leaves (the so called text nodes) whereas
            meta-information such as presentation style are conveyed by namespaces, tag names and
            additional attributes-values pairs.
According to this, we propose first to encrypt the content of the document (textual
            leaves) using a private key, only known by the document owner, and to encrypt the
            structural part (tag names, namespaces and attribute-value pairs) through an asymmetric
            encryption mechanism (see 3 for a general presentation) in such a
            way that the resulting document still complies with XML lexical constraints (in other
            words, XML wellformedness property remains ensured). Beyond preserving better isolation
            between the two cryptographic subsystems, private key encryption comes with fast,
            possibly stream based, ciphering algorithms, with obvious application in large document
            processing.
In asymmetric encryption schemes, a public key allows encryption, whereas decryption
            can only be performed thanks to a secret (private) key.
The Service provider may use the public key in order to transform its operators in
            such a way that they can be adapted to operate directly on the encrypted documents. The
            central idea of our proposal is here: applying an encryption
                aware transformation on the operators, so that they become compatible
            with the encrypted instances. In other word, rather that decrypting the customer's
            documents in order to process them, we propose to adapt the operators in order to make
            it possible for them to operate on encrypted document. More precisely, operators are
            transformed using a public encryption key as parameter. Obviously, not all operators can
            be used this way, but only those that do not use textual content but only structural
            information (which still covers a large class of practical applications for structured
            document processing).
This way, the customer performs the structure-preserving encryption with a public key,
            and the textual content encryption with a private key they will never communicate. The
            composite-encryption algorithm is implemented and furnished by the Service Provider, and
            is run by the customers in their protected space. The resulting document can be sent to
            the Service Provider together with the public key, without particular precaution. The
            provider can archive the ciphered document, together with the public key, and moreover,
            will use the latter to transform the relevant operators in order to operate on the
            customer's documents. The customer data privacy/confidentiality is not put at risk by
            the provider software, communication channels and systems.
When required, the documents resulting from remote operations (validation reports,
            transformation products…) can be sent back to the customer, who will be able to fully
            decrypt them locally through his two private keys.
The figure below illustrates the composite encryption process:
Figure 1
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	ε1(β1) represents an asymmetric
                    encryption process (applied to the structural part of the document) using a
                    public key β1.

	ε 2(α2) represents the symmetric
                    encryption process (applied to textual content and attribute values) using a
                    private key α2.

	ε (β1, α2) represents the
                    combined encryption process over an XML document.


Essentially, this figure expresses the isomorphic properties of our encoding: typing properties of the object are preserved by ε
                (β1, α2) , so that some standard
            XML analysis tools can operate before and after encryption as well.
Note
We recall that symmetric encryption ε and decryption
                ε-1 obey to the following laws (here α is the secret
                private key and x the message):
Table I
symmetric keys

			ε-1(α , ε(α , x)) = x
	α ≠ α'	 ⇒ 	 ε-1(α' , ε(α , x)) ≠ x

Similarly, for asymmetric encryption functions where (α is the private key, and β
            is the public key):
Table II
			 ε-1(α ,
                            ε(β , x)) = x
	 α ≠ α' 	 ⇒ 	   ε-1(α' , ε(β , x)) ≠ x 

Keys α,β, are integers whose valuation space is so huge, that it is practically extremely
                hard for an attacker to guess their value. These laws just capture in an
                abstract way the reversibility of encryption and the sensitivity of underlying algorithms to key
                information.


Encryption aware transformation of XML operators
The composite encryption we proposed preserves lexical and logical structure. It is an
            algorithm that encrypts tag names (and attribute names) in such a way that all XML
            lexical constraints remain satisfied, but do not change the tree structure.
We used in our experiments the combination of an RSA based asymmetric encryption
            applied separately to namespace prefix and local tag/attribute names (general purpose
            XML attributes such as xmlns, xml:base, 
            xml:space, 
            xml:id are not encrypted, in order to
            allow standard behavior of XML processors) . Then our encryption algorithm translates
            the result into a base16 encoded sequences of ASCII characters and substitutes the new
            names to the old ones. The algorithm process all tags and attributes recursively over
            the tree structure.
Figure Figure 2 is an example of such a transformation (note that content encryption has not
            been applied here for illustration purpose). The image shows the original document (the
            specialized DocBook XML schema used for the Balisage conference proceedings...), and the
            second one below shows the same document after the structure preserving encryption (for
            clarity, textual content was not encrypted using symmetric ciphering algorithm).
 We propose now to examine 4 fundamental classes of document operators that
        can be tailored to process structure preserving encrypted documents. 
	Validation Engine
Typically, a tree grammar schema can be automatically modified by changing
                element names, according to the public encryption key.
For instance, the following grammar:
Table III
	Html	→	html [ Header Body]
	Header	→	header [ Base? Title? Meta* (Link | Script)*]
	Body	→	body [ ... ]

would become
Table IV
	Html	→	_012A321B839B167C [ Header Body]
	Header	→	_2842FA3D2B8317A8 [ Base? Title? Meta* (Link | Script)*]
	Body	→	_3A78B91537E65F45 [ ... ]

provided that, for a given encryption key β , 
                    ε1(β "html")     = _012A321B839B167C ,
                    ε1(β "header") = _2842FA3D2B8317A8 and
                    ε1(β "body") = _3A78B91537E65F45
                
If the new labels comply with the inherent lexical constraints of the
                    formalism (in this case XML), then the corresponding recognition automaton can
                    be derived in the standard way in order to check the validity of the encrypted
                    document. RelaxNG, for instance, is a validation standard focused on structural
                    validation, although some extensions allow dealing with attribute or textual
                    content. In latter cases, the transcription cannot be achieved stricto sensu (no access to encrypted textual
                    content), but we argue that it is always feasible to derive from such grammars a
                    more general schema that only captures the structural information (this can even
                    be automated for the general case).

	Document Rewriting and Querying
Many such transformations do not have to deal with textual content. As an
                    example, a table of content construction, outline extraction, link extraction,
                    tags reorganization …
For instance, the following sample rule from an illustrative tree rewriting system
Table V
	title[ p[X] p[Y] ]	→	title[ p[X Y] ]

Can be transformed like this
Table VI
	_123E456A8421F745 [  _164C3812A7945B14 [X] _164C3812A7945B14[Y] ]	→	_123E456A8421F745[ _164C3812A7945B14[X Y] ]

provided that, for a given encryption key β , 
                    ε1(β "title")     = _123E456A8421F745 ,
                    ε1(β "p") = _164C3812A7945B14 
                
Regarding standard technologies such as XSLT or XQuery, they are based on
                    XPath to capture structural information. In our prototype, we rewrite structural
                    XPath expressions in order to encrypt tag names and attribute names. Structural
                    XPath expressions do not use tests on attribute and textual values. Figures Figure 4
                    and Figure 5 show an XSLT stylesheet designed for computing DocBook outlines, before
                    and after transformation. Note that XPath expressions have been rewritten
                    according to tag name ciphering.

	Document versioning
These services are based of Tree diff algorithms, based on structural analysis
                    of tree node hierarchy and on node comparison. They are therefore compatible
                    with our encoding proposal, since they do not address diff analysis of original textual
                    content.

	
                    Document Indexation
                
These algorithms relies on various techniques, most importantly using
                    structural information (see eXist structural indexes 15, or Apache‟s Xindice
                    16) that can be handled using the technique we propose.



Novelty
The problem of authorizing general arithmetic computation on ciphered data has been coined
            as fully homomorphic encryption 6, and has been the
            holy grail of cryptologists for decades. The area is quite active recently, but is
            certainly not mature enough to find practical applications before a long time especially
            because the operators are of algebraic nature (very low level and generic: addition,
            multiplication, subtraction and division) rather than algorithmic.
The related work section below discusses existing approaches in the field of XML
            databases. In the best case, the authors propose very specific index construction
            algorithms that only allows simplified query over encrypted documents (see 14, 17). Our approach, much broader
            and simple, enable four major operations: transformation, validation, versioning and
            indexing, by using restricted but standardized technologies (XPath, XSLT, XQuery,
            RelaxNG…). More significantly, all proposals we examined so far in the literature made
            use of symmetric encryption. It just means that the provider must share the private key
            with the customer (therefore, representing a potential security hole) or that
            encryption/decryption operation can be done exclusively from the client side.

Discussion
Encrypting tag names may raise a safety issue due to the low entropy level of XML
            vocabulary, especially when the target namespace is known or guessed by an attacker. For
            instance, if the code breaker knows that the document is using the HTML namespace, he
            could try breaking the code using “html” as the plaintext input of the encrypted top
            level tag. Indeed, this approach is particularly vulnerable to (so-called) chosen plaintext attacks.
            A solution is using optimal asymmetric encryption padding  
            7 8 and its more recent
            amelioration 9. We have indeed implemented this latter approach, consisting of using two
            ancillary secure Hash functions (SHA and MD5 in our prototype) and a random pattern in
            order to increase the entropy of input message.
Our prototype also revealed that, if working with long keys for reaching very high
            level of safety, the tag/attribute names are transformed in very long labels, as
            compared to original ones. However, our prototype did not exhibit any problem with
            respect to this side effect, and runtime and memory performances are almost not
            impacted 
            [2].
During the exchange of documents between the client and the provider, one could
            imagine applying a supplemental global encryption using a symmetric scheme with a
            private key that would be shared between the two parties, thanks to a standard secured
            key exchange protocol. Of course this key would be different than the private key used
            by the client to encode the document content, and would provide a supplemental security
            barrier to communication based attacks (this can be done e.g. through the standard HTTPS
            protocol and SSL libraries).

Related Work
In 18
            19, Mittal and Srivastava propose a somehow similar
            approach. However, the authors clearly encode the hierarchical structure into a
            distinct, specific data structure [3]. As a consequence, standard XML tools cannot be used, since the links
            between structure and content are managed externally. The document is no longer an XML
            document after the encryption and compression operations proposed in this approach.
            Using standard language is an important plus, as the provider may propose to run
            customer made style sheets on customer data. In addition, using standard methodology is a major
            advantage to develop transformations and validation schemas, among others.
Various approaches have been explored in literature to secure documents hosted by an
            outsourcing service, especially in the field of XML databases. Existing proposals are
            organized around minimizing decryption operations (for obvious response time and CPU
            cost saving; and also for security reasons too, when minimization is based on document
            partitioning 10) or preparation of specific indexes to allows
            restricted queries on encrypted documents 12
            14. Other studies focused on protecting information during
            encrypted exchanges between the service provider and the client, preventing statistical
            analysis based on expected frequencies of query terms 13. However, our approach does not need to focus on
            communication, since transformation work is done locally on secured documents.

Figure 2
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Input document (excerpt) 



Figure 3
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Structural encryption: Input document with encrypted tags



Figure 4
[image: ]
Operator: The XSL stylesheet to be applied to input document



Figure 5
[image: ]
Encryption aware Operator: The XSL stylesheet customized thanks to the public
                    encryption key. This transformed style sheet is intended to be run on provider's
                    site.



Figure 6
[image: ]
The result of style sheet application on the fully encrypted input document (sent back by the service provider)



Figure 7
[image: ]
The final result is obtained by decrypting both the structural part and the
                    content part thanks to the two secret keys. This operation is done locally by the
                    customer in a secured environment.
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[1] The W3C recommendation describes encryption processing
                    20 in a way that preserve compatibility with XML
                requirement, but doesn't change the fundamental issue we address.
[2] We indeed used a hash table to memorize the encrypted code for recurrent
                tag/attribute names.
[3] an RSA encryption (asymmetric scheme 5) is
                    applied on both the content and the structure with a common key, leading to a
                    less secure protection since cracking the code through attacks on structure will
                    give direct access to the content.
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1.0" encoding="UTF-8"

<2xml versio
<xsl:stylesheet

smlns:xsl="http://www.w3.0rg/1999/%SL/Transform" version="2.0"
smlns:doc="5552D9160E82F41D802129FC47203F90B3D5B28C287FECBDTDC3ED2344406DD1BES713107127FF73AABT6D91C51C4ADT "
exclude-result-prefixes ="doc"

=] >

<xsl:output indent="yes"/>

<xsl:preserve-space elements="doc:_ 9856288409E4B647FDC90D1CF4636C85320785457C71329BF111EE66410B6!

[doc:_91D9A63CA3BBA99E1D7E854CEOC5DA07F41A43DCOFFC1CCD6509B43EFEAS513595BA23825F417EOFFI9E9EC10F51.
<xsl:copy>

</xsl:copy>
</xsl:template>

<xsl:template match="doc: 9856288409E4B647FDCI0D1CF4636C85320785457C71329BF111EE66410B664D27044681

= <xsl:copy>
<xsl:apply-templates
select="doc:_ 91DIA63CA3BBA9IE1DTES54CEOCSDA0TF41A43DCOFFC1CCD6509B43EFEAS13595BA23825F41
</xsl:copy>
</xsl:template>

<xsl:template match="doc:_ 91D9A63CA3BBA9IEID7E854CE0C5DA07F41A43DCOFFC1CCD6509B43EFEA513595BA23825]
<xsl:copy>
<xsl:apply-templates />
</xsl:copy>
</xsl:template>

64D270446819E602CA6C387243BAAF

doc:_91D9A63CA3BBA99E1IDTE854CEOC5DA0TF41A43DCOFFC1CCD6509B43EFEAS513595BA23825F417EOFFIEOEC10F5197E4A6" />

<xsl:template match="doc:_ 103397FB5781366CE5C4373B519111048743F24C2907492B435F72CFIFE43B72C4851929CCC2BED10BEF8BE15D7FB022

97E4A6] ">

<xsl:apply-templates select="doc: 91D9A63CA3BBA9IEID7E854CE0C5DA07F41A43DCOFFC1CCD6509B43EFEAS513595BA23825F417EOFFIEIECLOF

<xsl:apply-templates select="doc:_ 9856288409E4B647FDCI0D1CF4636C85320785457C71329BF111EE66410B664D270446819E602CA6C387243E

9E602CA6C387243BAAF880F0

El[doc:_ 91D9A63CA3BBA99EID7EB54CEOCS5DA07F41A43DCOFFC1CCD6509B43EFEAS13595BA23825F417EOFFIEIEC10F5197E4A6] ">

TEOFF9E9EC10F5197E4A6" />

F417EOFF9E9EC10F5197E4A6">

“</xsl:stylesheet>
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<2xml version="1.0" encoding="UTF-8"2>
<_103397FB5781366CES5C4373B519111048743F24C2907492B435F72CF9FE43B72C4851929CCC2BED10BEF8BE1SD7FB022
552D9160E82F41D802129FC47203F90B3D5B28C287FECBD7DC3ED2344406DD1BE5713107127FF73AAB76D91C51C4AD7 ">
<_91DSA63CA3BBASSEID7E8S54CEOCSDAO7F41A43DCOFFC1CCD6509B43EFEAS13595BA23825F417EOFFSESEC10FS5197E4,
791EFEBDI 059B23549693486C84B0DB789E813930823392D51E1299345AC8E 63750246F41728B63B868A3143DB34B038.
38504951BBF2E954FE7C3A125C864C8F3833AEFA61DA3AC43133D46821927C0A CF302966953B2BCCDA87A21967D1E7CD
</_91D9A63CA3BBAISELID7E854CEOCSDA07F41A43DCOFFC1CCD6S09B43EFEAS13595BA23825F417EOFFIESECI0FS197E4A6
<_9856283409E4BG!7P’DC9DD1CF1636C85320785457C713293F111£E6641036641}270%46319E602CA6C3B7243BAAF830
<_91DSA63CA3BBA9SE1D7EB54CEOCSDAO7F41A43DCOFFC1CCD6S09B43EFEAS13595BA23825F417EOFF9ESEC10F5197;
55EF61953424906B7AF43FCA190C116906D78B8B17699BD02CBAF21A05E0B75A</_91D9A63CA3BBAISEIDTEBS4CEOCSDADT
</_9856288409E4B647FDCI0D1CF4636C85320785457C71329BF111EE66410B664D270446819E602CA6C387243BAAFE80.
<_9856288409E4B647FDCI0D1ICF4636C85320785457C71329BF111EE66410B664D270446819E602CA6C387243BAAFS80.
<_91DSA63CA3BBA99E1D7E854CEOCSDAO7F41A43DCOFFC1CCD6S09B43EFEAS13595BA23825F417EOFFOESEC10F5197;
97D777F47A88096D6D252E3C8B1443D33833AEFA61DA3ACA3133D46821927C0A</_91DSA63CA3BBASIELIDTEBS4CEOCSDAOT.
</_9856288409E4B647FDCI0D1CF4636C85320785457C71329BF111EE66410B664D270446819E602CA6C387243BAAF880!
<_9856288409E4B647FDCO0D1CF4636C85320785457C71329BF111EE66410B664D270446819E602CA6C387243BAAF880!
<_91D9A63CA3BBA9SE1D7EB54CEOCSDAO7F41A43DCOFFC1CCD6509B43EFEAS13595BA23825F417EOFFOESEC10F5197;
7054B8A81D076C0B2B8382A9B41FCCB434FDD2A7A5786145E3CE1BE1836BE543 3F4FCESFBD1AOFDDD69290B361A287DF383!
9B8D48F7A53BFDD48F257FA7TAA23462056053111752673084ABB7291D9EB074A F1DOEA2244D1FEFCF89269631C1D284A6E2!
</_91D9A63CA3BBAIIELIDTE854CEOCSDA0TF41A43DCOFFC1CCD6509B43EFEAS13595BA23825F417EOFFIESEC10FS5197E4A6
</_9856288409E4B647FDCI0D1CF4636C85320785457C71329BF111EE66410B664D270446819E602CA6C387243BAAF880.
<_9856288409E4B647FDCY0D1CF4636C85320785457C71329BF111EE66410B664D270446819E602CA6C387243BAAF880.
<_91D9A63CA3BBA99E1D7EB54CEOCSDAO7F41A43DCOFFC1CCD6S09B43EFEAS13595BA23825F417EOFFIESEC10F5197;
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<2xml version="1.0" encoding="UTF-8"2>
<xsl:stylesheet

ttp://www.w3.0org/1999/%SL/Transform" version="2.0"
xmlns:doc="http://docbook.org/ns/docbook"
exclude-result-prefixes ="doc"

=] >

<xsl:output indent="yes"/>

xmlns:xsl:

<xsl:preserve-space elements="doc:section doc:title"/>

<xsl:template match="doc:article[doc:title]">

<xsl:copy>
<xsl:apply-templates select="doc:title"></xsl:apply-templates>
<xsl:apply-templates select="doc:section"/>
</xsl:copy>
</xsl:template>

g<xsl :template match="doc:section[doc:title]">
= <xsl:copy>
<xsl:apply-templates select="doc:title"></xsl:apply-templates>
</xsl:copy>
</xsl:template>

xsl:template match="doc:title">
<xsl:copy>

<xsl:apply-templates />
</xsl:copy>
</xsl:template> o

</xsl:stylesheet>
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k?xml version="1.0" encoding="UTF-8"2>
Fl<article xmlns="http://docbook.org/ns/docbook">
<title>Stand-alone Encoding of Document History </title>
S| <section>
<title>Introduction</title>
</section>
=) <section>
<title>Overview</title>
</section>
B <section>
<title>Modelling Abstract Differencing Operations</title>
</section>
S| <section>

</section>
=] <section>
<title>Encoding Graphs of Deltas in XML</title>
</section>
B  <section>
<title>State of the Art</title>
</section>
=] <section>
<title>Conclusion</title>
</section>
=] <section>
<title>Acknowledgment</title>
</section>
“</article>

<title>Fundamental Operations over Encapsulated Documents </title>
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